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Abstract—5G networks bring a new paradigm of cellular infrastructure and, therefore, a need to model new types of threats.
One of the primary innovations of 5G networks compared to
previous generations is the ability to create network slices. This
allows network operators to offer a logical section of a network
to a client that can be optimized to their individual needs,
such as enhanced mobile broadband, massive machine-type
communications, ultra-reliable, and low-latency communications.
In this paper, we use the STRIDE threat modeling mythology to
analyze risks associated with 5G slicing.
Index Terms—5G Threat Model, Network Slicing, 5G Security,
Authentication, Authorization

I. I NTRODUCTION
The 5G core is a highly virtualized network that provides,
among other things, three areas of improvement compared to
previous generations of wireless networks: network slicing, a
service-based architecture, and a split between the control &
user planes [1]. In this paper, we focus solely on the advent of
network slicing. This is the ability to allocate a virtual “slice”
of the network to a client and optimize the features of the
slice to the specific needs of the client without impact on
other slices [1]. For example, a web streaming company may
procure a network slice optimized to deliver fast 4k video to
clients; however, a municipality may procure an independent
slice on the same network optimized for real-time monitoring
of police, fire, and ambulance equipment. The needs of these
two clients are vastly different. It would be difficult for an
earlier generation network to support both clients as it is only
with the advent of 5G slicing that such use cases are realistic
[1].
Microsoft has created a generalized attack-centric threat
model for software developers called STRIDE. It serves
as an acronym for 6 categories of threats to security goals
Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, and Elevation of Privilege [2]. This is an
attack-centric model that views threats in terms of abstract
attack types [2]. Our main contribution is a STRIDE threat
model that is offered solely in the context of 5G core slicing.
Note that the following types of threats are excluded from
our model: physical security (e.g., bombings targeting 5G
networks [3], vandalism, theft, sabotage), social engineering,
bugs [4], natural disasters [5], and insider threats [6]. While
we cite examples of these threats causing outages to networks,
they are not exclusive to 5G core slicing. While they might
be included in any broad organizational threat model, they are

not part of our model. This model is exclusively concerned
with identifying threats to 5G slicing and support network
infrastructure. Threats from previous generations will be
included if they are specifically a threat to slicing.
Classifying Threats: Most real-world attacks will take
place using combined exploit/vulnerability pairs from each
of the 6 categories. As an example, an attacker that successfully raises their privilege and masquerades as a system
administrator on the network is a risk under two categories of
STRIDE, Escalation of Privilege (EoP) and Spoofing; however,
we would classify this threat as EoP and cite Spoofing as
an associated risk. One successful attack can lead to others.
Therefore, when considering a STRIDE model, one should
consider each of the 6 categories as the first defense against
exploits in the other 5 categories. For our model, each threat
is categorized by the initial STRIDE category; however, we
specify further categories of threats as risks should the threat
be realized. We do not assert that our classifications of threats
into categories are absolute or immutable. We assume that
many groups of competent and qualified security researchers
would organize these threats very differently than we chose to.
Therefore, we place emphasis on the threats themselves and
use the categories of STRIDE as a tool for organizing threats
into a understandable format.
Paper organization: The rest of this paper is organized
as follows: Section II discusses the life cycle of a network
slice, Section III explores trust boundaries in network slicing, Section IV is our threat model organized into STRIDE
categories, Section V is a discussion of best practices for
mitigating threats and finally the paper is concluded in Section
VI.
II. S LICE L IFE C YCLE
In this section, we enumerate the 4 phases of the 5G slice
life cycle as described by 3GPP in [7] and shown in Fig. 1.
Attacks on slicing can take place during any phase of the life
cycle. As such, it is important that the reader understands how
slices are expected to function to better comprehend how they
can be threatened.
1) Preparation: In the initial phase, the needs/priorities of
the client are considered. Available hardware infrastructure on the network is procured to meet the individual
needs of the client.

Fig. 1. Simplified Life cycle phases of a Network Slice Instance. Detailed
description of the lifecyle can be found in [7]

2) Creation: A virtual network is created on the procured
hardware. IP addresses are assigned, slice-specific security controls (defined by the client) are activated,
databases are provisioned, all mechanisms necessary to
support the needs of the client come online in this phase.
3) Run-time: The services that the client has requested/configured are online and accessible from User
Equipment.
4) Termination: The client has shut down their slice, services stop, resources are returned to the available pool
for a new slice to procure.
III. T RUST-B OUNDARIES IN N ETWORK S LICING : A
N ETWORK O PERATOR P ERSPECTIVE
One of the key advantages of 5G networking compared to
previous generations is the ability to optimize and dynamically incorporate resources across many domains and service
providers through network slicing [1] [8]. Although a single
5G slice could have some of its Network Functions (NFs)
running on its own backbone and the rest on the others,
from the Mobile Network Operation (MNO) orchestration
standpoint, all the NFs are likely to be part of the same
logical administrative domain. Of course, dynamic resource
allocation across different providers raises an issue of privacy
and confidentiality. It is imperative to define a trust boundary
that if crossed, data is presumed to be at higher risk or even
compromised [8]. We define trust as whether data rests or
travels inside infrastructure controlled by its custodian. Should
the data travel to infrastructure under the care of another
custodian, it is considered to have traversed a trust boundary
[9].
The literature classifies three types of trust boundaries in
5G core networks. Firstly asset providers including anything
as a service (XaaS) providers. These providers offer aggregated infrastructure; although, it exists outside trust. Secondly,
connectivity providers offer business and wholesale Internet
connectivity or Mobile Virtual Network Operation (MVNO)
which permit wireless networks to exist outside a trust domain.
Lastly, partner service providers such as another 5G network
provider offering to share their 5G infrastructure for mutual

growth [9]. We assume that in any practical 5G implementation, data will cross at least one of these boundaries.
In Fig. 2, trust boundaries are illustrated for the 4 components of a network slice: radio, transport, core and compute.
The boundaries in the figure represent the network (and hence
slice) operator’s perspective. Note that compute includes both
cloud and edge computing nodes. The area in green represents
a trusted area where data resides in the custody of its own
custodian. The red area is untrusted where data is placed with
another custodian. In some cases, an untrusted area exists
within a trusted space. These are cases where data is in the
custody of its own custodian; however, there is a risk that it
might co-exist simultaneously elsewhere.
It is important to emphasize that Fig. 2, is applicable to
both the logical domain of the 5G network and the physical
allocation of resources across data centers, providers and all
other assets involved in network operation. This is because
data may exist in the logical administrative control of the MNO
but that data can be stored on infrastructure controlled by a
partner service provider [10]. In this example, the data would
be considered to be untrusted.
IV. 5G N ETWORK S LICING STRIDE T HREAT M ODEL
In this section, we describe our 5G Slicing STRIDE model.
The threats are grouped into subsections by category, and the
full threat model is given in Fig. 3. For convenience, we also
provide smaller threat models for each category at the start
of each subsection in Figs. 4, 5, 6, 7, and 8. For each threat,
we offer a description, risks, and mitigations. The description
offers a summary of how the threat could be realized. For risks,
we provide a list of other STRIDE categories and/or security
issues that could subsequently arise if the threat is realized. For
example, we classify Man-in-the-Middle attacks as Spoofing
but list risks of Information Disclosure, Tampering, and Denial
of Service. These are the types of consequences we expect if
the attack is successful. Further, there are cases where a Man
in the Middle attack could be best transparent and defined as
“eavesdropping”. Therefore, there’s an argument to classify
Man in the Middle under Information Disclosure as well as
Spoofing. This is because MitM attacks can be passive or
active. We chose to focus on active attacks. Therefore it is
classified under spoofing; although, we discuss mitigations for
both active and passive attacks. Finally, the list of mitigations
are not exhaustive or guaranteed to prevent the attack but are
based on best practices from the literature.

Fig. 2. Illustration of 5G Slicing Trust Boundaries for a Slice Operator
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Fig. 3. STRIDE Threat Model

A. Spoofing
Spoofing is a general description for any attack method that
impersonates a legitimate user or process [11]. This creates a
risk that seemingly legitimate traffic on a system could actually
contain malicious traffic. In Fig. 4, we identify Spoofing
threats for 5G core slices.
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host
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Fig. 4. Identified Spoofing Threats

1) Man-in-the-Middle (MitM) Attack [12]
• Description: An MitM attack is when a rogue
person, piece of equipment, or software is placed
as a proxy between two or more authentic nodes
and intercepts & repeats the traffic. Typically, both
authentic nodes think they are communicating directly with the opposite node(s) [11] [13] [14].
5G networks allow data to logically exist in trust;

however, some nodes may be physically out of trust.
A rogue node could be placed physically out of
trust and exploit the logical trust of the network. For
example, if an adversary places them-self between
User Equipment (UE) and a network slice they
could manipulate data coming to and from a slice
[15]; although, this is only an example, a MitM
attack can happen between any two network nodes
(even two in trust). The other threats we identify
under Spoofing are similar to MitM but discuss
specific areas in network slicing where a rogue node
could be catastrophic.
• Risks: Information Disclosure, Tampering, and Denial of Service.
• Mitigation: It is recommended to use mutual authentication [11] [13] [14]. This can be achieved
using digital signatures and certificates [13] to allow
each node to authenticate the other. 3GPP recommends using the Transport Layer Security (TLS)
protocol, it provides an optional level of mutual
authentication [11] known as Mutual TLS (mTLS)
[16] to verify the identity of both communicating
parties. We also recommend that integrity checking
is enabled to ensure data arrives exactly as it was
sent and that the data should be encrypted to prevent
eavesdropping between two points on the network.
If possible, all sensitive network functions should
be both physically and logically in trust to minimize
risk of compromise for such attacks.
2) Impersonation of Network Slice Management Function
(NSMF) or Hypervisor [17]
• Description: The NSMF is a critical component of
5G. It is the master of all 5G slices and dictates
when/how/where a slice is instantiated. If an attacker successfully impersonated the NSMF, they
would have control over every slice on the network
[17].
• Risks: Tampering, Repudiation, Information Disclosure, and Escalation of Privilege.
• Mitigation: Same as MitM.
3) Network Slice Selection Assistance Information (NSSAI) Spoofing [5]
• Description: The UE uses NSSAI to select a network slice. If we assume that the UE is authenticated with the mobile network, it could send a
spoofed NSSAI and potentially gain unauthorized
access to the slice.
• Risks: Information Disclosure and Tampering.
• Mitigation: UE authentication and authorization
should be performed on per slice basis to thwart
such attacks [15].
4) Hypervisor Compromised via Partner API
• Description: As shown in Fig. 2, data can exist logically in trust but simultaneously physically allocated
on untrusted hardware. One of the risks associated

with untrusted hardware is the possibility that it
is running other network functions or APIs. These
could be exploited to attack and control the hypervisor. A hypervisor is responsible for managing
the virtualization of many slice components. If the
hypervisor were compromised (known as a rogue
hypervisor) those in control of the hypervisor would
also control the slices and capture traffic from the
slices [18].
• Risks: Information Disclosure, Denial of Service
and Escalation of Privilege.
• Mitigation: Use protocol and content verification.
Ensure hypervisor and virtual machine software are
always up to date & patched, isolate the hypervisor
behind a firewall, implement intrusion detection
systems, and apply an organization-wide defensein-depth approach to information security [19].
5) Impersonation of Session Management Function (SMF)
[20]
• Description: Successful impersonation of the SMF
can give the attacker the ability to establish Packet
Forwarding Control Protocol (PCFP) session to the
User Plane Function (UPF) (via N4 interface) which
is responsible for connecting the subscriber to the
public Internet. The UPF and SMF are likely to
be logically in the same trusted domain and therefore, the UPF will execute commands sent from
the SMF. Potential damaging commands include
dropping users from the network, denying service
after the drop and redirecting data [20].
• Risks: Denial of Service.
• Mitigation: N4 interface should be properly configured and it must not be accessible from outside the
operator’s network [20].
B. Tampering
Tampering is any unauthorized modification to a system,
user or process. Tampering attacks destroy the integrity of data
[11].
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Fig. 5. Identified Tampering Threats

1) Network Functions Virtualization Orchestrator (NFVO)
or Hypervisor Message Tampering [21]
• Description: This is a type of MitM attack where
a rogue node sits on the network between the
Orchestrator and Host and modifies the exchanged
messages.
• Risks: Information Disclosure, Escalation of Privilege and Repudiation.
• Mitigation: Mutual Authentication and Integrity
Checking

2) Virtual Network Function (VNF) Image Integrity [21]
• Description: An adversary with access to the network between the VNF image repository and host
can alter image data (e.g., incorporate malware) as
it is downloaded. There two scenarios for such an
attack. Firstly, when the connection between the
VNF image repository and host is not encrypted
and integrity protected, the attacker can intercept
the traffic and modify it before it reaches the host
platform. Secondly, when the connection between
the VNF image repository and host is encrypted but
not integrity protected. If the attacker performed a
MitM attack at the beginning of the session, the
attacker would be able to capture encryption keys
for both parties, and afterward in-transit information
can easily be modified/altered.
• Risks: Information Disclosure, Escalation of Privilege.
• Mitigation: The host should verify the image signature before running the image. A digital signature should be created for every stored image. We
assume that stored image digital signatures can be
trusted.
C. Repudiation
Repudiation is the ability to dismiss responsibility for an
action. Actions by users, processes, and attackers that are
not logged/audited cannot be traced to an origin [11]. All
untraceable actions are threats. In terms of Repudiation, we
find no literature on direct threats to 5G core slicing that begin
as a Repudiation attack; however, we assert that Repudiation
is a major risk to a 5G core network. All attacks identified in
this paper may be significantly more damaging to a network
if the source cannot be identified. Attacks could persist longer
and therefore be more damaging, if they are not traceable
due to lack of information. As an example, we cite mTLS
or mutual authentication as the mitigation for several threats.
This permits actions to be traceable to a verified identity and
strengthens non-Repudiation on the network. We recommend
that all activity on the slice be authorized, authenticated, and
logged for investigation in case of attack.
D. Information Disclosure
This type of attack occurs when there is any breach of
confidentiality on a system [11].
Information Disclosure

Cross-Slice Secret Extraction &
Side Channel Attacks

Fig. 6. Identified Information Disclosure Threats

1) Cross-Slice Secret Extraction and Side Channel Attacks
[10], [17], [22]–[27]
• Description: It is well documented in the literature that 5G slices existing on the same hardware

•
•

(sometimes called co-residency) introduces an increased risk of information disclosure. Researchers
have found a variety of methods for using coresidency to map network topologies, extract secret
keys (cross-slice secret extraction), read CPU instructions, buffer contents and cached memory of
applications outside the context of a slice. These
attacks are known by a variety of names including side channel attacks, cross-privilege boundary
data sampling, cross tenant attacks and exploit of
placement vulnerability. [10], [17], [22]–[28]. The
details of executing these attacks can be found in
the preceding references.
Risks: Tampering, Escalation of Privilege.
Mitigation: There is no simple mitigation for preventing side channel attacks based on our observations of the literature. The literature recommends increasing background noise with more applications,
running program analysis [22], flushing the cache or
injecting random data into the cache [23], selective
feature deactivation, instruction filtering, removing
prefetch gadgets, and flushing buffers [24]. The
literature also discourages resource sharing due to
the complexity of attacks, resource overhead from
the currently know and previously mentioned mitigations and lack of certainty that all attacks will be
mitigated [22], [27].

E. Denial of Service
Denial of Service (DoS) attacks occur when resources are
too preoccupied with illegitimate requests to efficiently process
legitimate requests [11].
Exhaustion Shared Sec
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Denial of Service

Distributed Denial of
Service
Direct Attack on NFV
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Fig. 7. Identified Denial Of Service Threats

1) Exhaustion of Shared Security Service [17]
• Description: Assume there are two slices, A and
B, protected by the same security mechanism with
shared resources. An attacker launches an assault
on A; however, the shared security software of
A & B is able to thwart the attack. The attacker
then launches the same attack on B, now knowing
how the system will defend itself. The attack is
consistently repeated, depleting the shared security
resources to protect B; however, this leaves slice A
with a lower level of protection from other attacks
as security resources are exhausted [17].
• Risks: The primary concern with DoS attacks is
that services become completely unavailable for

everyone, including the attackers. As an example,
if security resources are unavailable due to a DoS
attack, it is possible for other attacks to occur as the
system’s defences are lowered.
• Mitigation: Guarantee each slice a minimum amount
of resources and cap each slice at a maximum
resource allocation to prevent resources from being
exhausted [17].
2) Distributed Denial of Service (DDoS) Attack [28] [29]
• Description: A DDoS attack is caused by a very
large group of automated devices (commonly called
a Botnet) which all repeatedly request the same
resource until that resource is so overwhelmed no
one can access it. The primary risk points for a
5G core network are on the N4 interface, which is
the central control point between remote and central
data centers, and the N6 interface, which connects
to the public Internet [12].
• Risks: Same as previous.
• Mitigation: Implement machine learning algorithms
to analyze traffic to detect and blacklist bot devices
[12]. 3GPP also recommends that slices be isolated
from each other to confine cyber attacks to a single
slice [29]. Note that these are only examples and
not an exhaustive list of mitigations.
3) Direct attack on Network Functions Visualization MANagement and Orchestration (NFV-MANO) [19]
• Description: The role of the NFVO is to manage
virtual network functions. The virtual network cannot exist without the services of the NFVO and
hypervisor. If these services were attacked, then
service to all slices would be denied.
• Risks: Same as previous.
• Mitigation: Regular updates & patches, network
isolation & segmentation, implement firewalls &
intrusion detection systems and apply organizationwide defense-in-depth strategy [19].
F. Escalation of Privilege
Escalations of Privilege occur when a legitimate or illegitimate user is able to find a way to access more information or
services than they have privileges to access [11].
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Fig. 8. Identified Privilege Escalation Threats

1) UE accesses multiple slices with same authorization [17]
• Description: It is expected that many users accessing
a 5G network will access content hosted on multiple network slices. If the same credentials (e.g.,

authenticating through the carrier) are used to access
multiple slices, there is a risk that if the credentials
are compromised (perhaps through a less secure
slice), then the attacker will have the credentials to
access other slices [17]. Thus escalating the user’s
privilege in some slices.
• Risks: Information Disclosure and Tampering.
• Mitigation: Repeated and separate re-authentication
on each slice [17], or forbid credential reuse across
slices.
2) Lack of Authorization between Slice Components [30]
• After a slice’s network function is instantiated, it can
perform authentication using TLS/mTLS with the
NRF (if enabled) and start the registration process.
However, there is no mechanism to authorize the
NF to check if it belongs to the correct slice. There
are several scenarios where an unauthorized NF can
register with the NRF. For instance, an attacker
could impersonate a valid NF [20], a mis-configured
NF could be added during the life cycle of a slice, or
a malicious actor is able to modify the configuration
of a compromised NF.
• Risks: Information Disclosure, Tampering, DoS
[20].
• Mitigation: The NRF must authorize NFs before
registration.
3) Authentication Relaxation for services [31]
• Description: Each slice is uniquely setup for the
needs of its client. In some cases where the need
for availability vastly outweighs the need for confidentiality, authentication may be relaxed to improve
latency [31].
• Risks: Spoofing, Tampering, and Information Disclosure
• Mitigation: Demand base level of security across
all slices, isolate slices with similar security goals
together, have the UE authenticate for each slice
individually [17].
V. D ISCUSSION
We remind the reader that no threat model can encapsulate
all possible attacks; however, at the time of writing the threats
identified are thought to be the most likely and damaging
threats. In this section, we discuss general good practices for
securing the core 5G network. We recommended 3 general
practices to improve 5G core slicing security.
•

•

Implement mTLS with encryption and integrity We
observe that implementing mTLS is good practice that
mitigates against Spoofing attacks, reduces the risk of
further damage caused by Repudiation and Tampering
attacks. Therefore, our first recommendation is to implement mTLS between all network nodes where applicable.
Group slices on hardware by security needs; always
authenticate and authorize A number of threats arise

•

when slices share the same hypervisor or physical hardware. It is recommended that all slices have a base level of
security enforced, and slices sharing the same resources
have the same security goals. It is not practical in a
real-world network implementation to forbid slice coresidency entirely, although it is recommended that slices
with high-security needs should be placed on their own
as much as possible. It is highly recommended that slices
do not share authentication and each slice authenticates
individually [19].
Remember basic IT security hygiene We find that a
number of attacks can be mitigated through basic IT
security practices such as implementing firewalls, intrusion detection/prevention systems, regularly installing
updates/patches and implementing an organization-wide
defense-in-depth strategy [19].
VI. C ONCLUSION AND F UTURE W ORK

5G network Slicing is a new paradigm in communications
technology. As it continues to grow and expand towards new
use cases, there will be a continued need to maintain and
modify its threat model. Therefore, the future work anticipated
from this paper is an expanded and more detailed threat model.
Such work could be done using a different threat modelling
strategy, perhaps an asset-centric model (e.g. PASTA) as
opposed to the attack-centric methodology of STRIDE. We
anticipate that new threats will continue to be discovered in
5G slicing and that the model should be maintained to reflect
these developments.
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